[bookmark: _Hlk205926698]Media and Information Literacy Video Series - Lesson Plan (5)


Topic: Protecting Personal Data Privacy 

Target: Upper Primary to Junior Secondary 

Learning objectives: After this lesson, students are able to

1. understand the importance of protecting personal data privacy 
2. suggest ways to protect personal data privacy online
3. enhance awareness of doxxing

Time：35 minutes  

Resources: 
· Video (5): Protecting Personal Data Privacy, Worksheet, Worksheet (Teacher version)
· Teaching Procedures
· Student Notes
· Teacher Reference Materials
________________________________________________________________________ 

Teaching Procedures
I. [bookmark: OLE_LINK2]Pre-class Preparation 

1. Watch “MIL Video (5): Protecting Personal Data Privacy”  
2. Complete the pre-class exercise “Personal Data Privacy Quiz” (See Student Notes) 

II. Classroom Teaching 

1. Review the pre-class exercise and recap key concepts (5 minutes)
(See Teacher Reference Material 1) 

2. [bookmark: _Hlk207005695][bookmark: _Hlk196318457]Case study and group discussion (25 minutes)
[bookmark: OLE_LINK1]The teacher asks students to form groups, discuss the following cases and share their discussion outcome.   
Case 1 enables students to recognise common tactics used by scammers (e.g., impersonating legitimate companies, fake rewards), and learn the importance of never sharing sensitive information (e.g., bank details, password).
	Case 1: How a Hong Kong Teen’s Digital Habits Led to Financial Loss
A teenager got a message on Instagram claiming that he had won a gaming prize. Actually, this was the scammer posing as the gaming company representative, asking the teenager to reply immediately with his bank details to receive the reward. He provided his online banking user name and password resulting in unauthorized transactions and a loss of HK$5,000.

Discussion questions:
a. How did the teenager fall for the scam?
b. How can we verify the authenticity of such requests?
c. What should we do if we suspect a scam?




Case 2 highlights the consequences of doxxing, while emphasising the importance of respecting others’ personal data privacy.   
	Case 2: The Cyber Retaliation
After dismissal for performance issues, Mr. Lee retaliated against his former manager, Ms. Chan, by leaking her personal details, including her name, partial HKID, address and family photos, on online forums. 

Discussion questions: 
a. How might Ms. Chan be affected by the leakage of her personal information?
b. What potential consequences might Mr. Lee face for his doxxing behaviour? 
c. How could Mr. Lee handle his frustration in a positive way? 




The teacher summarises students’ sharing and highlights the key learning points of each case. (See Teacher Reference Material 2)




III. Summary and Learning Consolidation (5 minutes)

1. Personal data is any information (like name, phone number, address, etc.) that can identify a person. Protecting personal data can help stop scams, fraud, and cyberbullying, and keep us and our friends and family safe. Thinking before sharing, limiting what we share, adjusting privacy settings, and avoiding suspicious links are the effective ways to protect our personal data privacy.

2. Doxxing (gathering and disclosing personal data of a target without consent) is a serious crime under the Personal Data (Privacy Ordinance). The maximum penalty is a fine of $1 million and imprisonment for 5 years. 

3. Homework: Complete the video (5) worksheet.



Student Notes

Pre-Class Exercise: “Personal Data Privacy Quiz”
a. [bookmark: _Hlk207702162]True or False Questions: Put a ✓ next to a correct statement and a X next to an incorrect statement.
	(i)
	□
	Sharing personal data with friends in a group chat is always safe.

	(ii)
	□
	Clicking on a bonus-gift link to claim the gift will not leak our personal data.

	(iii)
	□
	Our leaked personal data can be used for fraud, or even crime activities. 

	(iv)
	□
	Doxxing is an illegal act, subject to penalty.

	(v)
	□
	Our personal data involves information that readily identifies us.

	(vi)
	□
	We should disclose the minimum amount of personal data online.



b. Short Questions
(i) Why is it risky if our personal information leaks? 
(ii) Why shouldn’t we share someone’s personal data without consent?



Teacher Reference Materials

1. Pre-class Exercise : “Personal Data Privacy Quiz” (Suggested Answers)
a. [bookmark: _Hlk207697920]True or False Questions
	(i)
	(ii)
	(iii)
	(iv)
	(v)
	(vi)

	X
	X
	✓
	✓  
	✓
	✓



b. [bookmark: _Hlk207697914]Short Questions 
(i) Leaked personal data can be misused for scams, identity theft, or harassment. Once shared online, it’s hard to remove, putting you and your family at long-term risks.

(ii) Unauthorised sharing can lead to harassment, legal consequences (like fines or jail), and breaches of trust. 

(Other reasonable answers are acceptable)


2. [bookmark: _Hlk207716248]Case Study and Group Discussion 
[bookmark: _Hlk207716254]Case 1 (Suggested answers) 
a. Trusted the scammers posing as the gaming company.
Excited about the prize and didn’t think critically.
Provided online banking user name and password.
Was put under pressure to act quickly.
b. Contact the company directly using official channels.
Never share bank password.
c. Stop responding to the suspect immediately.
Freeze bank accounts if needed.
Report to police and seek support from family. 
(Other reasonable answers are acceptable)

Case 2 (Suggested answers) 
a. Ms. Chan likely felt violated, unsafe, and deeply distressed. She might also suffer real-world threats. 
b. Mr. Lee might have committed the doxxing offence, leading to legal consequences. His personal image might also be affected. 
c. Mr. Lee could handle his frustration by discussing his case respectfully with Ms. Chan, seek support from Labour Department or psychological support where appropriate. 
(Other reasonable answers are acceptable)
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